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BIS’s Role in Emerging Technologies

• BIS has national security responsibilities.
• BIS identifies national security and foreign policy risks of various 

technologies. 
• BIS must understand the technologies as well as the marketplace and 

environment in which we are operating.



Authorities

Section 1758 of the Export Control Reform Act (ECRA) Refers to 
Emerging and Foundational Technologies

• BIS will characterize all technologies identified pursuant to Section 1758 as 
‘‘Section 1758 technologies.’’



ECRA and Section 1758 Control Process

• Use of the Interagency, Technical Advisory Committees, public and 
classified information.

• In developing Section 1758 controls, BIS must consider:
Ø Foreign Availability;
Ø Impact to industry; and
Ø Effectiveness of export controls on limiting proliferation.

• Include a notice and comment period

• Seek multi-lateral controls 



Section 1758 Controls Require 
Collaboration

• Collaboration through interaction 
with technology developers and 
stakeholders, interagency 
entities/groups, Technical 
Advisory Committees (TACs), 
Intelligence Communities, and the 
general public.



Shared Responsibility

• BIS is also committed to the idea of shared responsibility—
export controls are most effective when applied on a 
multilateral basis with like-minded partners.

• This ensures maximum national security protection by limiting 
the ability of malign actors to access sensitive items and 
technologies.

• It also ensures a level playing field for U.S. industry in the 
global marketplace.



Multilateral Export Control Regimes

The Wassenaar Arrangement (WA)
Started in 1995, focuses on export controls for conventional arms and dual-use goods and 
technologies, has 42 member countries.

The Nuclear Suppliers Group (NSG)
Started in 1992, focuses on export controls for nuclear weapons, has 48 member countries.

The Australia Group (AG)
Started in 1985, focuses on export controls for chemical weapons precursor chemicals, has 42 
member countries.

The Missile Technology Control Regime (MTCR)
Started in 1987, focuses on export controls for missiles capable of delivering weapons of mass 
destruction, has 35 member countries.

https://bis.doc.gov/urlmessages/leavingBIS.php?destination=http://www.wassenaar.org/
https://bis.doc.gov/urlmessages/leavingBIS.php?destination=http://www.nsg-online.org/en/
https://bis.doc.gov/urlmessages/leavingBIS.php?destination=http://www.australiagroup.net/en/index.html
https://bis.doc.gov/urlmessages/leavingBIS.php?destination=http://mtcr.info/


Controls under Section 1758 Control

• August 15, 2022 – “1758” controls from Wassenaar 2021 cycle:
• Revised ECCNs 3C001.d–.f, 3C005.a and .b, 3C006 and 3E003 for two 

substrates (Ga2O3 and diamond) of ultrawide bandgap semiconductors
• New ECCN: 3D006 for Software for ECAD for the development of Integrated 

Circuits (ICs) with GAAFET.
• New subparagraph: 9E003.a.2.e to control development and production 

technology for combustors utilizing ‘pressure gain combustion’



Controls under Section 1758 Control

Past Actions:

• ECCN 2B001.a, .b or .c (hybrid additive manufacturing/computer numerically 
controlled tools)

• ECCN 3D003 (computational lithography software designed for the fabrication of 
extreme ultraviolet masks)

• ECCN 3E004 (technology for finishing wafers for 5nm production)

• ECCN 5A004.b (forensics tools that circumvent authentication or authorization 
controls on a computer and extract raw data)

• ECCN 5D001.e (software for monitoring and analysis of communications and 
metadata acquired from a telecommunications service provider via a handover 
interface)

• ECCN 9A004.h, 9A515.a (sub-orbital craft)



Controls under Section 1758 Control

Cont. 
• ECCN 1C350.d (24 chemical weapons precursors)
• ECCN 2B352.b.2.b (single-use biological cultivation chambers 

with rigid walls)
• ECCN 2D352 (Software designed for nucleic acid assemblers 

and synthesizers)



Artificial Intelligence / Machine 
Learning

• AI Compute Hardware
• AI Algorithms
• Data for Training AI models
• Manufacturing Equipment and Software
• Talent 



Application specific AI

• Geospatial learning controls (0D521)
• Existing ITAR controls for items “specially designed” for military or 

intelligence
• Human rights end-use controls



Quantum Computing

• Longer runway to a quantum computer that can “break” 
cryptography algorithms

• Post Quantum Cryptography
• Studied existing regulations ( e.g., lasers, Helium-3)
• Chokepoints items (e.g., refrigeration)
• Multi-disciplinary 
• Area of great research and development


