WiZ-Knight Wireless Encryptor

Securing the future of hybrid work
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The future of
work, a hybrid
of in-office and

work- from-
anywhere, is

here to stay.

So are the
cyber threats.

of Chief Information Security
Officers (CISO) have seen more
targeted attacks since
enabling widespread remote work.

— 2021 Voice of the CISO Report

increase in average data
breach cost whenever remote
work was a casual factor.

— Cost of a Data Breach Report 2021

was the most attacked
region of 2021.

— X-Force Threat Intelligence Index 2022



Remote working increases

Due to poorly protected network and software systems,
the hybrid workforce is exposed to an alarming array of
cyber threats when working from home or in public.

is secretly installed on your
device when you open infected
attachments or click on
malicious links, allowing
attackers to gain access to your
device and execute
unauthorised actions.
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Denial of Service

disrupt network services
by overwhelming the target
with traffic to trigger a crash,
adversely affecting business
functions.
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are deployed to monitor and
capture data packets flowing
across public and corporate
networks. From the captured
data packets, cyber criminals
can extract passwords,
email addresses and other
sensitive information.
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are wireless access points
offered at hotels, cafes and in
public areas, that have been
installed with malware to gain
unauthorised access to your
device.
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Software VPN are programmes that are easily exploitable with
unpatched operating system (OS) and highly susceptible to
software vulnerabilities.

Once malware infiltrates your computer, criminals can disable the
software VPN, take control of your computer remotely and access
your company network to commit data theft and cyber attacks.

unauthorised access is possible via rogue
captive portals with software VPN

In common software VPNs, remote workers are connected to public/home WiFi
before a secure VPN connection is established to corporate network.

Within this short time span, hackers can inject malware into the laptop via rogue
WiFi before the network connection is successfully secured.

Exploitable by unpatched OS
or via software vulnerabilities

Malware can enter into
the laptop




WiZ-Knight

The world’s first and smallest wireless
encryptor for your hybrid workforce

The vision to re-engineer the huge,
conventional encryptor typically
deployed at the backend of the server
room, into a lightweight and
portable device for the
hybrid workforce.




WiZ-
Knight

Provides a secure wireless VPN
connection to corporate office
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The smallest wireless encryptor in the
world specially designed for the hybrid
workforce.

Delivers the highest network security that




WiZ-Knight Wireless Encryptor

Connect to networks
with confidence

Hardware-enforced encryption technology enhances
protection against cyber threats in home and public
networks including hotel, cafes and airport lounges.

Physical separation of
encryption and WiFi modules in a
2 piece design eliminates OS
vulnerabilities exploitation and
blocks network access to hackers.

Cybersecurity by Design including
AES-256-CBC algorlthm for data confldentlallty,




WiZ-Knight Wireless Encryptor

Eliminate the vulnerabilities
of software VPN

As a standalone device fully equipped to run a
VPN connection, WiZ-Knight's secure connection
cannot be disabled, bypassed or diverted even
when your computer is compromised.

H OW WiZ-Knight provides a secure wireless connection
and prevents malicious entry into protected networks

Hardware VPNs such as WiZ-Knight minimise cybersecurity risk by reducing the

entry points for cybercriminals.
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Malicious activities into protected
network are blocked by the physical
separation of WiZ-Knight encryption
and WiFi modules



Simple and secure for
the remote workforce

N
Small as a thumb g
drive and powered 3
by USB, you can E

take this lightweight
encryptor anywhere.

WiZ-Knight Wireless Encryptor

Designed to be
easy to use,

you simply plug in
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