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Generative A.I. & the 

Dangers of Misinformation

These educational slides belong to the National Library Board 
(Singapore) and are intended for educational purposes only. 

- The information reflected within is accurate as of September 2023

- For more information and content, please visit sure.nlb.gov.sg
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WHAT IS GENERATIVE A.I. ?  

3

• Generative AI can create new and original content like images, music, and text.

• It uses complex algorithms and patterns to understand and mimic what it learns 
from existing data.

• It's like a painter who looks at many paintings and then creates a new one in a similar 
style.

Source: Midjourney creations (NLB’s account)Source: Microsoft Bing search results

MidJourney

prompt:

“Star Wars in 

the style of 

pre-Raphaelite 

paintings”



4 Official (Open)

AS EXPLAINED BY CHATGPT TO A CHILD
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• Generative AI is like a smart computer friend that looks at pictures, music, 
or words made by people and creates new ones that nobody has seen 
before.

• For example, it can imagine new animals like a "cat-dog" by combining the 
two animals

Source: ChatGPT & MidJourney (NLB account)

CAT & DOG CAT-DOG 
(HYBRID)
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TYPES OF GENERATIVE A.I. TOOLS (TEXT & IMAGES)

Source: https://mostpopularaitools.com/

https://mostpopularaitools.com/
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Due to time constraints, and for the purpose of today’s presentation, 
we will focus mainly on:

• ChatGPT (the free version) for text

• MidJourney, Stable Diffusion and Dall-E2 for images

FEATURED GENERATIVE A.I. PLATFORMS
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AI CHATBOT BASICS 
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How to access ChatGPT

Web browser: chat.openai.com

Android / iOS: ChatGPT 
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CHATGPT
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Ethical Guardrail

Machine Learning

Machine Learning is when 
a smart computer learns 
from examples and gets 
better at doing a task by 
itself

Ethical guardrails in 
generative AI are like rules 
that help make sure the 
computer program 
creates things that are safe 
and respectful to 
everyone.
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WE ASKED CHATGPT:
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WHAT TO AVOID USING IT FOR
1. Avoid sharing personal, sensitive, or 

confidential information with ChatGPT.

2. ChatGPT is not a substitute for 
professional medical advice or diagnosis.

3. Consult qualified professionals for legal or 
financial decisions, as ChatGPT provides 
general information.

4. ChatGPT is not a substitute for mental 
health support; seek help from trained 
professionals.

5. Be cautious of controversial or extremist 
content generated by ChatGPT.

WHAT IT CAN BE USED FOR
1. Language learning: ChatGPT can be used for language 

practice, grammar explanations, and writing 
assistance.

2. Academic research: Researchers and students can 
use ChatGPT for information gathering and insights

3. Personal productivity: ChatGPT can function as a 
virtual assistant for scheduling, reminders, and task 
management.

4. Creative writing: ChatGPT can provide inspiration for 
storytelling, character development, and plot ideas

5. Entertainment and gaming: Interacting with ChatGPT 
can offer entertainment through conversation, riddles, 
trivia, and recommendations.

6. Information retrieval: ChatGPT can retrieve 
information on various topics, including current 
events, history, science, and general knowledge.
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ChatGPT Prompting Tips

Prompts are textual input (e.g. questions, instructions) which 

you enter into ChatGPT to get responses.

To use them effectively, the best advise is to ‘talk’ to ChatGPT 

as you would a normal person. Here are four useful tips which 

we will go through:

1) Be clear and specific

2) Break down complex questions

3) Use examples

4) Ask follow-up questions
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WHAT SINGAPOREANS ACTUALLY USED CHATGPT FOR:
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Source: Mothership SG

Source: Mothership SG Source: AsiaOneSource: AsiaOne

Source: AsiaOne

WORKHOMEWORK PLAN 

HOLIDAYS

HUMOUR

TALK ABOUT

NS (?!)

Source: Mothership SG

LOTTERY

https://mothership.sg/2023/02/chatgpt-describes-singapore-with-humour/
https://mothership.sg/2023/02/singapore-civil-service-chatgpt/
https://www.asiaone.com/lifestyle/cant-be-real-singaporean-woman-uses-ai-plan-vietnam-travel-itinerary-netizens-disbelief
https://www.asiaone.com/singapore/singapore-teachers-brace-more-cheating-students-using-chatgpt?amp
https://www.asiaone.com/digital/how-much-can-chatgpt-tell-us-about-ns
https://mothership.sg/2023/05/chatgpt-toto/
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1)Be Clear and Specific
Clearly state your question or topic in the prompt. The more specific you are, 

the better ChatGPT can understand and provide relevant information.

Unclear Prompt: "Tell me about science.“

Clear and Specific Prompt: “In 5 bullet points, can you 

explain the process of photosynthesis in plants and its 

significance in the ecosystem?"

ChatGPT Prompting Tips
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2) Break Down Complex Questions
If you have a complex question, break it down into smaller parts. This helps 

ChatGPT focus on each aspect separately and provide a more accurate 

response.

Complex Question: "What are the benefits and drawbacks of modern 

technology?“

Broken Down Question: “Could you help me understand the positive 

effects of smartphones on communication and learning, as well as the 

potential negative impacts like screen addiction?"

ChatGPT Prompting Tips
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ChatGPT Prompting Tips

3) Use Examples
Provide examples related to your question. This helps ChatGPT understand 

your context better and provide explanations or solutions that are tailored to 

your needs.

Without Examples: "How does math relate to real life?"

With Examples: "Can you give me examples of situations where 

knowing algebra helps, like calculating the cost of movie tickets or 

determining the length of a shadow?"
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ChatGPT Prompting Tips

4) Ask follow-up questions
If the initial response is helpful but you need more information, don't hesitate to 

ask follow-up questions. This helps you dig deeper into the topic and gain a 

more comprehensive understanding.

Initial Response: "World War II had a significant impact on countries."

Follow-up: "Could you tell me more about the specific events of World 

War II that affected Singapore and how the war eventually led to our 

country's occupation?"
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AI IMAGE GENERATOR BASICS  
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DALL-E, STABLE DIFFUSION & MIDJOURNEY
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COMMON FEATURES:
• Use of text prompts to generate images
• They are generative AI apps
• You need to start paying $$ for credits at some point (i.e. not f.o.c.)

USD10 for 1000 credits (about 
5,000 images)

Source: Stability.ai

USD10 for 3.3 GPU hours per month  
(about 200 images per month)

Source: MidJourney

USD15 for 115 credits (about 460 
images) + free credits/month

Source: OpenAI

https://platform.stability.ai/docs/getting-started/credits-and-billing
https://docs.midjourney.com/docs/plans
https://openai.com/blog/dall-e-now-available-in-beta
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DALL-E, STABLE DIFFUSION & MIDJOURNEY
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Prompt:  “photo of a handsome asian male in his 30s, dressed in smart casuals”
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DALL-E, STABLE DIFFUSION & MIDJOURNEY
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Prompt: “photo of a beautiful Asian woman in her 20s, dressed in an elegant office dress.”
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MIDJOURNEY – MACHINE LEARNING
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1. Upload image

2. Select best description , e.g. No.4
3. MJ generates new images 
based on No.4 prompt

Source: MidJourney

https://www.midjourney.com/
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MIDJOURNEY’S PROGRESS

Prompt:  “Photo of an Asian man in his 30s wearing spectacles.”

v1

Feb 2022

v3

Jul 2022

Source: MidJourney

June 2023

v5.2

https://www.midjourney.com/
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MIDJOURNEY’S PROGRESS

Prompt:  “Photo of a beautiful Asian woman in her 20s.”

v1

Feb 2022

v3

Jul 2022 June 2023

v5.2

Source: MidJourney

https://www.midjourney.com/
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MIDJOURNEY’S PROGRESS

Prompt:  “A pair of human hands”

v1

Feb 2022

v3

Jul 2022 June 2023

v5.2

Source: MidJourney

https://www.midjourney.com/
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THE NEGATIVES:

AI-ENABLED FALSEHOODS AND SCAMS
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CHATBOT PITFALL: HALLUCINATIONS (MAKING THINGS UP)

A.I. hallucinations occur when A.I. models fabricate information 

entirely, behaving as if these are facts.

Raffles was not 

a Singaporean
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CHATBOT PITFALL #2: FLAWED GUARDRAILS

Some netizens have tricked chatbots to do bad things, like how to bully

someone (ChatGPT) or how to make napalm.
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https://www.polygon.com/23690187/discord-ai-chatbot-clyde-grandma-exploit-chatgpt
https://www.theverge.com/23488017/openai-chatbot-chatgpt-ai-examples-web-demo
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FAKE NEWS

Source: The Straits Times

China reports first 

arrest over fake 

news generated by 

ChatGPTSource: Twitter

A tweet about a 

Pentagon explosion 

was fake.

Source: Forbes

AI creates photo 

evidence of 2001 

earthquake that 

never happened

https://www.straitstimes.com/asia/east-asia/china-reports-first-arrest-over-fake-news-generated-by-chatgpt
https://twitter.com/AndyBCampbell/status/1660654574644887558?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1660654574644887558%7Ctwgr%5Eb6837ceecd8ea02f973fb65edf3bb27ff3fd3d13%7Ctwcon%5Es1_&ref_url=https%3A%2F%2Fwww.washingtonpost.com%2Ftechnology%2F2023%2F05%2F22%2Fpentagon-explosion-ai-image-hoax%2F
https://www.forbes.com/sites/mattnovak/2023/03/27/ai-creates-photo-evidence-of-2001-earthquake-that-never-happened/?sh=411097673985
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SCAMS

Source: The Straits Times Source: SCMP

Broken English no 

longer a sign of 

scams as crooks tap 

AI bots like

Generartive AI like 

ChatGPT will be 

weaponized by 

scammers

https://www.straitstimes.com/tech/broken-english-no-longer-a-sign-of-scams-as-crooks-tap-ai-bots-like-chatgpt-experts
https://www.scmp.com/tech/article/3219280/generative-ai-chatgpt-will-be-weaponised-scammers-cybersecurity-arms-race-experts-warn
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LOVE SCAMS

Source: AsiaOne

Source: PetaPixel

New scam alert: 

Police warn of 

scammers posing 

as young women in 

unsolicited text 

messages

Romance scammers 

are using AI images 

to trick victims

https://www.asiaone.com/singapore/new-scam-alert-police-warn-scammers-posing-young-women-unsolicited-text-messages
https://petapixel.com/2023/03/28/romance-scammers-are-using-ai-images-to-trick-victims/
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CHARITY SCAMS

Source: PetaPixel

Fake AI image of 

Turkey earthquake

https://petapixel.com/2023/02/15/scammers-using-ai-images-to-profit-from-turkey-syria-earthquake/
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POSSIBLE SCAM PROFILE (CHATGPT X MIDJOURNEY)
Name: Michelle
Age: Late 30s
Location: Singapore

Bio:
🌟 Elegant Asian professional 🌟
🏢Working in the Central Business District 🏢
Enjoys a conservative yet sophisticated style.
Seeking eligible Singapore gentlemen, aged 40 and above, for 
genuine connections and companionship.

Interests: ✨ Exploring the vibrant food scene of Singapore✨
Engaging in intellectual conversations and debates✨ Reading 
books and staying informed on current affairs✨ Fitness and 
wellness for a balanced lifestyle✨ Appreciating art and visiting 
museums and galleriesFun Fact:I'm a tea enthusiast and enjoy 
discovering new tea blends from around the world.If you are a 
mature and accomplished gentleman who appreciates an elegant 
and intelligent companion, let's connect and create meaningful 
moments together. Swipe right to explore the possibilities!

Source: ChatGPT + MidJourney (with prompts by Damien)



33 Official (Open)

POSSIBLE SCAM PROFILE (CHATGPT X MIDJOURNEY)
Certainly! Here's a generated Tinder profile for you:

Name: Alexander
Age: Mid 30s
Location: Singapore

Bio:
🌟 Suave and sophisticated Caucasian professional 🌟
🏢Working in the Marina Bay Financial District 🏢
Always dressed sharply, even on weekends while shopping at 
Orchard Road.Seeking eligible Singapore ladies, aged 25 and 
above, for meaningful connections and shared 
adventures.Interests:✨ Exploring the vibrant food scene of 
Singapore✨ Engaging in outdoor activities and staying active✨
Keeping up with the latest fashion trends✨ Appreciating art and 
attending cultural events✨ Intellectual discussions and 
exchanging ideasFun Fact:I'm an amateur photographer and 
enjoy capturing the beauty of Singapore through my lens.If 
you're a confident and sophisticated Singapore lady looking for a 
partner who appreciates style and substance, let's connect and 
create unforgettable experiences together. Swipe right to join me 
on this exciting journey!

Source: ChatGPT + MidJourney (with prompts by Damien)
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HOW TO USE THE 4  S.U.R.E. STEPS

TO ANALYSE GEN A.I.
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THE 4 S.U.R.E. STEPS
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Look at its origins. Are they trustworthy?

Make sure that the source of information is credible and reliable.

• Look for telltale signs e.g. A.I. chatbots may include lines 

like “As an AI language model…” 

• Double check all references cited in the article to verify that 

they really exist. Chatbots are known to make up information 

that may seem real superficially.

• Verify that credited authors are real people
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Know what you’re reading. Search for clarity.

Look for facts rather than opinions. Question personal biases.

• Not all A.I.-generated content are “fake news”. Seek to 

understand the wider context and intentions behind them, e.g. is 

it to inform, persuade or mislead?

• Be aware that even experts like photography judges have 

failed to detect AI generated images as technology advances.

• A.I.-generated misinformation is an evolving challenge, and 

it's essential to remain vigilant, informed, and adaptable in the 

face of new developments. 
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Dig deeper. Go beyond the initial source.

Investigate thoroughly before making a conclusion. Check and 

compare with multiple sources.

• Dig deeper – Do an online search with the title of the 

suspicious content to see if it was mentioned in the news or 

other credible sites.  Find at least two or more credible news 

sources to confirm

• Learn to use A.I.-enabled tools to help identify A.I.-

generated text and images. 

• Conventional fact-checking skills are still important. 

Where A.I. tools fail, a simple Google search may reveal the 

truth.
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Find the balance. Exercise fair judgement.

Look from different angles. There are at least two sides to 

every story.

• Two sides to a story – Some posts may be biased and not 

reflect the actual incident. There may be another side to the 

story.

• Exercise critical thinking and employ a skeptical mindset. 

• Look for inconsistencies or conflicting information. 
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How to detect if text is A.I. generated

1. Paste essay 

into ZeroGPT
www.zerogpt.com

2. Percentage 

probably 

calculated
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SIGN-UP FOR OUR UPCOMING PROGRAMMES

https://sure.nlb.gov.sg/generative-ai/programmes/

https://sure.nlb.gov.sg/generative-ai/programmes/
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For more content on generative A.I.

https://sure.nlb.gov.sg/generative-ai/what-is-generative-ai/

https://sure.nlb.gov.sg/generative-ai/what-is-generative-ai/
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Thank you


	Slide 1
	Slide 2
	Slide 3: WHAT IS GENERATIVE A.I. ?  
	Slide 4: AS EXPLAINED BY CHATGPT TO A CHILD
	Slide 5: TYPES OF GENERATIVE A.I. TOOLS (TEXT & IMAGES)
	Slide 6: FEATURED GENERATIVE A.I. PLATFORMS
	Slide 7
	Slide 8: How to access ChatGPT
	Slide 9: CHATGPT
	Slide 10: WE ASKED CHATGPT:
	Slide 11
	Slide 12: WHAT SINGAPOREANS actually USED CHATGPT FOR:
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18: DALL-E, STABLE DIFFUSION & MIDJOURNEY
	Slide 19: DALL-E, STABLE DIFFUSION & MIDJOURNEY
	Slide 20: DALL-E, STABLE DIFFUSION & MIDJOURNEY
	Slide 21: MIDJOURNEY – MACHINE LEARNING
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26: chatbot Pitfall: hallucinations (making things up)
	Slide 27: chatbot Pitfall #2: flawed guardrails
	Slide 28: fake news
	Slide 29: scamS
	Slide 30: LOVE scamS
	Slide 31: CHARITY scamS
	Slide 32: POSSIBLE SCAM PROFILE (CHATGPT X MIDJOURNEY)
	Slide 33: POSSIBLE SCAM PROFILE (CHATGPT X MIDJOURNEY)
	Slide 34
	Slide 35: The 4 s.u.r.e. steps
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41: SIGN-UP FOR OUR UPCOMING PROGRAMMES
	Slide 42: For more content on generative A.I.
	Slide 43

