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LEARNING OBJECTIVES
• What is S.U.R.E.?
• Phishing emails
• How to recognise phishing emails
• Dubious messages
• How to recognise dubious messages
• How to fact-check dubious messages
• Recap



3
Copyright © National Library Board, 2021. All rights reserved. 

WHAT IS S.U.R.E.?
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WHAT IS S.U.R.E.?

• Click on the link below to find out more about S.U.R.E.!

https://sure.nlb.gov.sg/blog/fake-news/fn0004
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PHISHING EMAILS
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WHAT IS PHISHING?
• Phishing is a method that hackers use to trick unsuspecting people into

providing their personal information or account data

• Once their personal information are obtained, the hackers would create new
user credentials or install malware (such as backdoors) into their systems to
steal sensitive data

• Phishing is often carried out through sending out emails to random email
addresses
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HOW TO RECOGNISE PHISHING EMAILS
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HOW TO RECOGNISE PHISHING EMAILS
1. Phishing emails often look like they are sent by a well-known company, such as
a bank, service-provider company, online store, online payment website, social
networking website, etc.

2. They usually tell a story to trick you into keying in sensitive information, such as
personal details, credit card number, bank account number, password, etc.

3. Or use the story to trick/force you to click on a link, or open an attachment,
and they tend to urge you to act quickly or with threats

4. Phishing emails are often written with erroneous grammar and spelling, or
inconsistency, or in a casual tone, which are all tell-tale signs, because emails from
legitimate companies are generally well-written, consistent, and in a formal tone
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WHAT TO DO IF YOU RECEIVE PHISHING EMAILS
1. Do not respond to requests for personal information, do not reply the sender, do
not click on any links or images, do not open any attachments, just delete it

2. If you wish to visit the bank/company’s official website, key in the website
address directly on your web browser. Do not click and follow the links in the
dubious email to any website

3. If you are unsure, call up the bank or company with a phone number you trust,
e.g. obtained from hardcopy letters, or stated on the official website. Do not call
any phone number stated in the dubious email. You may also Google to check if
similar phishing emails have already been reported

4. Alert the bank/company or relevant authorities of the phishing email. Use anti-
virus software on your computer and update it regularly
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DUBIOUS MESSAGES
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CHARACTERISTICS OF DUBIOUS MESSAGES

1. Deliberate inaccuracy

2. Stir emotions, prejudices or bias

3. Designed to stimulate recipients into sharing them
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HOW TO RECOGNISE DUBIOUS MESSAGES
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HOW TO RECOGNISE DUBIOUS MESSAGES

1. Check the credibility of the message
• Is the information from a reliable source?
• Is the author an authority on the subject?
• Cross-check the information with mainstream sources such as newspapers, 

television and radio
• Ask family members if you are still unsure
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HOW TO RECOGNISE DUBIOUS MESSAGES

2. Look for tell-tale signs that the information is fake
• Incorrect URLs of websites cited
• Grammatical or spelling errors
• Sketchy information with few details on persons involved, time and places of 

incidents
• Content appeals to emotions – be wary of offers that sound too good to be true
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WHAT TO DO IF YOU RECEIVE DUBIOUS MESSAGES

1. Think before you share
• Do not perpetuate false information unknowingly

2. Join the myth-busters
• Inform the sender of the message that the news is false or has been debunked,

alert the businesses or relevant authorities of the fake message
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HOW TO FACT-CHECK DUBIOUS MESSAGES
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Use Fact-Checkers

Some examples of fact-checking websites:
• Black Dot Research (https://blackdotresearch.sg/factcheck/articles/)
• Factually (https://www.gov.sg/factually)

Cross-check the information with mainstream news sources such as newspapers, 
if no other reports can be found on the information, then it is likely fake

Some examples of news websites:
• NLB e-newspapers (https://eresources.nlb.gov.sg)
• Google News (https://news.google.com.sg)

HOW TO FACT-CHECK DUBIOUS MESSAGES?
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RECAP
• Look out for email address and website links that do 

not match up with the sender
• Look out for grammatical and/or spelling errors, 

casual or threatening tone, and inconsistencies
• Cross-check the information with mainstream sources
• Alert the sender of the message/company/authorities
• Be S.U.R.E. before you share
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Website: sure.nlb.gov.sg
Email: sure@nlb.gov.sg
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