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Agenda

• BAFA

• Sanctions

• Cyber-surveillance

• Internal compliance programme

• Outreach to academia
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BAFA is the central licensing authority and single point of contact for exports 
of conventional armaments, dual-use and embargo items

TASKS

• Granting licences, denials, ratings, general enquiries, 
no licence required certificate (NLR).

• Cooperation with customs, intelligence
and other federal agencies.

• Representation in court. 
• Reports for parliament.
• Post shipment controls, Outreach.
• Participation in Regimes and EU Working Groups.

STATISTICS 2022

• About 5,600 mostly medium-sized companies file 
applications. 

• About 44,500 applications and enquiries.
• Applications reviewed have a value of approx. 

33,3 billion Euros; 
(about 2,4 % of German foreign trade volume).

• About 85 % decisions autonomously.
• Average processing time: 

about 85%  in 30 working days.

Federal Office for Economic Affairs 
and Export Control (BAFA)
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Sanctions against Russia

• All sanctions against Russia are directly applicable EU law as soon as they enter into force.  
• There are no purely national sanction measures of Germany against Russia.
• Sanctions are 

• not "regular export control" - but special legal regulations; which overlay and/or supplement the usual regulations,
• include prohibition and licensing requirements,
• concern a wide range of goods (listed in annexes),
• include lists of persons (individuals and legal entities),
• cover a wide range of foreign trade activities (e.g. export/import),
• refer to framework activities of foreign trade control (e.g. sale),
• concern services and  cover financial activies and payments. 

4



Catch-all clause for non-listed 
cyber-surveillance items 

• Expansion of catch-all provisions  
• Including human rights aspects as new control criteria

Art. 5 (1) and (2) EC Reg. 2021/821: 
(1) An authorisation shall be required for the export of cyber-surveillance items not listed in Annex I if the exporter has been 
informed by the competent authority that the items in question are or may be intended, in their entirety or in part, for use in 
connection with internal repression and/or the commission of serious violations of human rights and international 
humanitarian law. 

(2) Where an exporter is aware, according to its due diligence findings, that cyber-surveillance items which the exporter 
proposes to export, not listed in Annex I, are intended, in their entirety or in part, for any of the uses referred to in paragraph 1 
of this Article, the exporter shall notify the competent authority…………… 
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BAFA – ICP Criteria

Internal Compliance Programme 

1. Top-level management commitment to export control compliance.
2. Risk analysis.
3. Organizational structure / chain of responsibilities.
4. Human, technical and other resources. 
5. Workflow management and operating procedures.
6. Record keeping and documentation.
7. Selection of staff, staff training and awareness-raising.
8. Process-/System-related control / corrective measures / whistleblower system.
9. Physical and technical security.
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BAFA‘s Guidance material on ICP

• Information leaflet “Internal Compliance Programmes - ICP” .
• Applicable document in addition to the nomination of the CEO.
• Contains information on the need for an ICP, the legal requirements that apply, 

the details of the criteria of an ICP and information on warnings/red flags and ICP 
audits.

• Available on www.bafa.de in German and English.

• Practice of Export Control: Handbook with introduction to  foreign trade law and 
Best Practice recommendations on companies’ internal procedures and practices. 

• HADDEX: Loose-leaf collection of relevant laws, regulations and announcements 
in addition to comprehensive information on export control including ICP.
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Outreach to Academia
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2018
Outreach to six 

universities and non-
university research 

institutes

2019
Handbook “Export Control 

and Academia” and 
accompanying Flyer

2020 -2023
“Road Show” at different 

universities and non-
university research 

institutes

2023
UN-Res 1540

“Wiesbaden-Process”
&

“Erlangen-Process”



Handbook „Export Control and Academia“
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Part 1
Prohibitions and 
licensing 
requirements

Part 2
Listed items, 
including 
technology

Part 3
De-control 
notes: “in the 
public domain” 
and “basic 
scientific 
research”

Part 4
Simplified 
procedures

Part 5
Exporter, person
responsible for 
exports

Part 6
Internal 
Compliance 
Program (ICP)



MILITARY ITEMS

ATT EU Outreach Project III (2022-2025)
BAFA countries: Chile, Colombia, Costa Rica, Peru, 
Kazakhstan, Malaysia, Thailand, Zambia. 

COARM V (2020-2023)
23 countries, 4 regions.

DUAL-USE ITEMS

EU P2P Project no. 89 (2022-2024)
Middle East Countries (Gulf Cooperation Council member states, 
Iraq, Jordan, Lebanon).

Cooperation in consortium with Expertise France in: 
• EU P2P Project no. 64 (2017-2023)
Regional Coordinator for South East Europe: Albania, Bosnia and 
Hercegovina, North Macedonia, Kosovo*, Montenegro, Serbia

Key Expert Licensing for all partner countries (South East 
Europe, North Africa, Central Asia).

• EU P2P Project no. 64 (2022-2025)
Key Expert Licensing for all partner countries South East Asia.

BAFA – Outreach
Overview: Current Projects
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National Project
Enhancing capacity for implementing of 
UNSC embargo resolutions in Southeast Asia 2022
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Partner region: Southeast Asia

Focus: The project aims to strengthen capacities in Southeast Asia for implementing UNSC resolutions pertaining to embargoes and 
economic sanctions as well as detecting and fighting proliferation efforts and networks. 

Partner States: Brunei, Cambodia, Indonesia, Laos, Malaysia, Philippines, Singapore, Thailand, Vietnam.

Activities: 4th Bilateral Workshop with the Philippines online via Zoom (6-7 April 2022), 

Regional Conference in Makati City, Philippines (15-16 November 2022).

Funds: 160.000 Euro until 2022 (to be continued in 2023).

Duration: Continuation from first project year 2018 (to be continued in 2023).

Contact: Sandra Raca, Head of Division, Outreach Projects / Policy, BAFA sandra.raca@bafa.bund.de

mailto:sandra.raca@bafa.bund.de


Contact

Georg Pietsch 
Director General - Export Control
German Federal Office for Economic Affairs and Export Control (BAFA)
Tel.: +49 (0)6196 908-2485
Fax: +49 (0)6196 908-1916
E-mail: Georg.Pietsch@bafa.bund.de
BAFA:   https://www.bafa.de
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